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Introduction
The CAPWAP protocol supports two MAC modes of operation: Split and Local MAC, as described in [RFC5415] , [RFC5416] . However, there are MAC functions that have not been clearly defined. For example IEEE 802.11 encryption is specified as located in either in the AC or the WTP with no clear way to negotiate where it should be located. Because different vendors have different definitions of the MAC mode, Shao, et 
Conventions used in this document
The key words "MUST", "MUST NOT", "REQUIRED", "SHALL","SHALL NOT", "SHOULD", "SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be interpreted as described in [RFC2119]. 
Split MAC with WTP encryption
The functional split for the Split MAC with WTP encryption is provided in Figure 2 . This profile is similar to the Split MAC description in [RFC5416] , except that IEEE 802.11 encryption/ decryption is at the WTP. Note that fragmentation is always done at the same entity as the encryption. Consequently, in this profile fragmentation/defragmentation is also done only at the WTP. Note that scheduling functionality is denoted as WTP/AC. As explained in [RFC5416] , this means that the admission control component of IEEE 802.11 resides on the AC, the real-time scheduling and queuing functions are on the WTP. The functional split for the Split MAC with AC encryption is provided in Figure 3 . This profile is similar to the Split MAC in [RFC5416] except that IEEE 802.11 encryption/decryption is at the AC. Since fragmentation is always done at the same entity as the encryption, in this profile, AC does fragmentation/defragmentation. Supported MAC Profiles (described in Section 4.1) and IEEE 802.11 MAC Profile (described in Section 4.2). These elements needs to be registered in the existing CAPWAP Message Element Type registry, defined in [RFC5415] . The values for these elements needs to be between 1024 and 2047 (see Section 15.7 in [RFC5415] 
